
first login

password creation

multifactor authentication for 
Microsoft 365 and email

multifactor authentication for 
shibboleth services and VPN

Before you can use university services, you must 
first change your password, then you need a 
second authentication factor for Microsoft 
services and an additional authentication factor 
for Shibboleth services and VPN.

You can only access the university mailbox, 
Primuss, Moodle and many other services once 
you have successfully completed the initial 
registration.

IT-Support 
phone: 09281 409 3666
email: it-servicedesk@hof-university.de



• open Selfservice-Portal:

 https://selfservice.hof-university.de 

• log in with university access data (username and initial password) from the 
access data sheet

• tick the box I'm not a robot

password creation

first login | IT-Service | 01.06.2026 | page 2 of 19

 

To create a password, you need the following data from the access data sheet:

• username

• initial password

ATTENTION! Please keep the online registration number safe, as you may need 
it for various university services.



• select all matching images

• click on Confirm

password creation
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• check if green tick next to  I'm not a robot is present

• choose Sign in



• answer the security questions

ATTENTION! The security answers are spare keys to your account, so choose 
questions and answers carefully. 

• click on Save Answers
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 password creation

• click on Continue



• type in and repeat the new password

• click on Change Password

Please adhere to the following password rules when changing your password:

• min. 12 digits

at least one character from each category: capital letters, lower case, numbers,   
special characters

following characters are not permitted @ Ä Ö Ü ä ö ü € ? § $ ^ & [ ] { } | \ ' / ~ “ 

• the new password must be different from the last 10 previously used passwords

max. two consecutive letters from your name/surname are allowed
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password creation  



The password is being changed, please wait. • click on Continue
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 password creation



In the future you can can change your password or delete your security questions 
and set them up again in the Selfservice Portal.
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 password creation

You can also unblock your account via the Selfservice portal.

Further information on unblocking and instructions on other topics can be found 
on our homepage:

www.hof-university.de/it-service 



To set up the multifactor authentication, you will 
need an authenticator app.

Microsoft Authenticator is the preferred choice.
You can find the app in your App Store.

multifactor authentication for Microsoft 365 and email
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• click on Allow

Microsoft Authenticator
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• click on Accept • click on Continue • click on Scan a QR Code

 



• open  the Microsoft portal:

https://portal.microsoftonline.com/

• type in your username@hof-university.de

• click on Next

• enter the university password (the new password that was set in the Selfservice
Portal)

• click on Sign in

multifactor authentication for Microsoft 365 and email  
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• click on Next • click on Next

multifactor authentication for Microsoft 365 and email  
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• click on next

multifactor authentication for Microsoft 365 and email

first login | IT-Service | 01.06.2026 | page 12 of 19

21

3

 



• click on next • Pay attention to the number you see in the 
middle of the screen

• Enter the code in the Authenticator

multifactor authentication for Microsoft 365 and email
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• click on No 

multifactor authentication for Microsoft 365 and email
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For the first login to:

https://mfa.hof-university.de

you will need your online registration number, this number:

• can be requested from the Student Affairs Office

• can be found in your access data sheet

• is part of your initial password.

The 11-digit online registration number consists of your matriculation number 
and 3-digits secret number, it is also included in your initial password:

initial password:  !01234567000Hof

online registration number: 01234567000

 

multifactor authentication for shibboleth services and VPN

first login | IT-Service | 01.06.2026 | page 15 of 19

 



• open the MFA-Portal on a laptop or computer:

https://mfa.hof-university.de

(1) type in the short username

(2) type in the new password (3) type in the online registration number in the 
answer field 

Online registration number can be found in your 
access data sheet and is also part of your initial 
password.

ATTENTION! If you have entered your online 
registration number correctly but see the error 
message: Challenge-Response Registration. 
Your response was invalid! Please contact the IT 
service it-servicedesk@hof-university.de 
immediately.
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multifactor authentication for shibboleth services and VPN
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• click on Token enrollment wizard • click on Enroll Token

multifactor authentication for shibboleth services and VPN

1

2
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• click on the QR code icon at the bottom right • scan the QR code 

multifactor authentication for shibboleth services and VPN  
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1
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multifactor authentication for shibboleth services and VPN
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• remember the number displayed in the 
app

ATTENTION! A new one-time password is 
generated every 30 seconds.

• enter the valid one-time password for verification

• click on Verify Token 
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