Setting up 1
multifactor authentication
on a new phone

Hochschule _ _
an If you still have questions, you can contact the IT Support:

University of
Applied Sciences email address: it-servicedesk@hof-university.de

phone: 09291 409 3666
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multifactor authentication for Microsoft 365 and email

To set up the multifactor authentication, you will

need an authenticator app.

Microsoft Authenticator is the preferred choice.
You can find the app in your App Store.
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multifactor authentication for Microsoft 365 and email I .*

* open the Microsoft portal:  enter the university password (the new password that was set in the Selfservice

https://portal.microsoftonline.com/ Portal)
* typeinyour username@hof-university.de * click Signin
¢ choose Next
=. MinOSOﬂ =. MinOSOﬂ
Slgn in < @hof-university.de
amuster@hof-university.de Enter password
No account? Create one! eseo0ROOOOOOS

Can't access your account? Forgot my password

oo [
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multifactor authentication for Microsoft 365 and email I .*

* remember the number displayed in the Microsoft portal » switch to Microsoft Authenticator on your old
phone

* typeinthe number from the browser

* clickon YES

0 Are you trying to sign in?

Hochschule fur angewandte Wissenschaften
Fachhochschule Hof
@hof-university.de

Microsoft Authenticator

Enter the number shown to sign in.

Enter number here

Let's try it out

Approve the notification we're sending to your app by entering the number shown below. NO, IT'S NOT ME

78 | CAN'T SEE THE NUMBER

multifactor authentication | IT-Service | 20.12.2024 | page 5 of 18



] |
multifactor authentication for Microsoft 365 and email .l.

» choose Next * click oninitials or profile picture in the top right corner

» clickon View accout

Hochschule Hof Sign out
m- Microsoft

@hof-university.de vy Testkennung Verwa...

. . -' - = .de
? ,. | @hof-university
Stay 5|gned INn¢ \ Tv ' View account
Do this to reduce the number of times you are asked
to sign in.

- My Microsoft 365 profile

—,

" Hochschule Hof
Don't show this agaiii '.\ /.'

- B
p\_i_ Sign in with a different account

multifactor authentication | IT-Service | 20.12.2024 | page 6 of 18



multifactor authentication for Microsoft 365 and email I

* choose Update Info * select Add sign-in method

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Secu rlty Info PaSSWO rd navailable: Microsoft Authenticator - notification Change
f / p + Add sign-in method
reep your VE[IIII(_dLIUH meLwnoas ana secunt Make your paSSWOrd Stronger, or ch L t d t d,
L info up to date. someone else knows it. =] Password (i) E:S uprated:
@hof-universit a year ago
de UPDATEINFO > CHANGE PASSWORD >

é‘l Microsoft Authenticator
< Push multi-factor authentication (MFA)
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multifactor authentication for Microsoft 365 and email

* choose Microsoft Authenticator

Add a sign-in method X

~ Passkey in Microsoft Authenticator
9 Sign in with your face, fingerprint, PIN

Security key or passkey
Sign in with your face, fingerprint, PIN or security key

(o

El Security key
Sign in using a USB, Bluetooth, or NFC device

@ Microsoft Authenticator

Approve sign-in requests or use one-time codes

Hardware token
Sign in with a code from a hardware token
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select Next

Keep your account secure

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "MNext”,

| want to use a different authenticator app

I want to set up a different method

Mext



multifactor authentication for Microsoft 365 and email I .*

+ startthe Microsoft Authenticator on your new » select work or school account * choose scan a QR code
phone

» acceptterms and conditions and scan the QR

code or tap on the plus symbol
< Add account

What kind of account are you adding?

Authenticator - ot Personal account @
|
=. Work or school account @
Fen Other account (Google, Facebook,
N erc) @

Add work or school account

E% Scan a QR code

Sign in

CANCEL
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multifactor authentication for Microsoft 365 and email I .*

» choose Next * open Microsoft Authenticator

* scanthe QR code

Keep your account secure

Keep your account secure
Microsoft Authenticator

Microsoft Authenticator Scan the QR code
Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
Se‘t up your account app with your account.

After you scan the QR code, choose "Next",

[P

If prompted, allow notifications. Then add an account, and select "Work or school”.

Back Mext
‘ Can't scan image?
I want to set up a different method
e

| want to set up a different method
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multifactor authentication for Microsoft 365 and email I .*

* remember the number displayed in the Microsoft portal * switch to Microsoft Authenticator
* typein the number from the browser

* clickon YES

Microsoft Authenticator @ Are you trying to sign in?

Hochschule fur angewandte Wissenschaften

Letls try It out Fachhochschule Hof

@hof-university.de

Enter the number shown to sign in.

Enter number here

Approve the notification we're sending to your app by entering the number shown below.

78

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER
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multifactor authentication for Microsoft 365 and email I .*

+ choose Next *+ clickon Done
Keep your account secure Keep your account secure
Microsoft Authenticator Success!
Naotification approved Great job! You have successfully set up your security info. Choose "Done” to continue signing in.
\/ Default sign-in method:

=
Microsoft Authenticator

o | =N

I want to set up a different method
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multifactor authentication for Microsoft 365 and email

¢ choose No

m Microsoft
@hof-university.de
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ ] Don't show this again

o
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multifactor authentication for shibboleth services and VPN

* open the MFA-Portal on a laptop or computer:
https://mfa.hof-university.de

* typeinthe short username and password

Hochschule
Hof

Please sign in

amuster
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+ stratthe authenticator app on the old phone

One-time passwords enabled

Y8 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 948 506

o T

* typeinthe code from the app

ATTENTION! Please use the code you would use
for Moodle or Primuss login.

Response

please enter otp:




multifactor authentication for shibboleth services and VPN .* I

* choose Token enrollment wizard * clickon Enroll Token

Sobald Sie auf "Token ausrollen” klicken, werden vertrauliche Informationen sichtbar. Stellen Sie bitte sicher, dass keiner zusieht.

i= All tokens

After you click on "Roll out token”, confidential information becomes visible. Please make sure that no one is watching.

(7 Enroll Token Generate OTP Key on the Server
The server will create the OTP key and a QR Code will be displayed to you to be scanned.

% Token enrollment wizard Description

Some nice words...

== Assign Token

Enroll Token

Eine Schritt-fur-Schritt-Anleitung finden Sie hier.

You will find a step-by-step guide here.

O Help about Token
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multifactor authentication for shibboleth services and VPN

 scan the QR code with Microsoft Authenticator app

ATTENTION! The one-time password (6-digit number) must be verified before the process is completed, see page
21.

Scannen Sie den QR-Code mit der Authenticator App ihrer Wahl ein, z.B. Microsoft Authenticator.

Please scan the QR code with an Authenticator

APPR, €.9. MICIosOIL Autnentucator.

it g

The OTP key

The token was enrolled, but you still need to verify it before you can use it!

Please enter a valid OTP value of the new token.

Verify Token

Eine Schritt-fir-Schritt-Anleitung finden Sie hier.

You will find a step-by-step guide here.
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o T

* start Microsoft Authenticator on your new
Smartphone

* tapon the plus symbol

Authenticator -



multifactor authentication for shibboleth services and VPN I

* choose Other account * scanthe QR code

<&  Add account

Your account provider will display a QR code.

What kind of account are you adding?

=. Personal account

Ll Work or school account
|

Other account (Google, Facebook,
etc)

CRONC)

a
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multifactor authentication for shibboleth services and VPN

* remember the number displayed in the app * enterthe valid one-time password for verification

ATTENTION! A new one-time password is + click on Verify Token
generated every 30 seconds.

Scannen Sie den QR-Code mit der Authenticator App ihrer Wahl ein, z.B. Microsoft Authenticator.

é

Please scan the QR code with an Authenticator-App, e.g. Microsoft Authenticator.

R Hof |

One-time passwords enabled
You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

@ 045 543

The OTP key

The token was enrolled, but you still need to verify it before you can use it!
Please enter a valid OTF value of the new token.

045543

Verify Token

Eine Schritt-fur-Schritt-Anleitung finden Sie hie:r.

You will find a step-by-step guide here.
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