Setting up a VPN connection under Windows ¢

You will need additional credentials to log in to FortiClient.

If you haven’t enrolled a token via https://mfa.hof-university.de/
yet, please visit our course on Moodle for detailed information:

https://moodle.hof-university.de/course/view.php?id=5327

If you have any questions, you can contact the

.* Hochschule IT'Support:
Hof phone: 09281 400 3666
University of email address: it-servicedesk@hof-

Applied Sciences university.de
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Download

To download the installation file, please go to the Fortinet page
https://www.fortinet.com/support/product-downloads and select Product

Downloads.
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FortiGuard Outbreak Alerts: what you need to know about the latest cybersecurity attacks
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Download the appropriate installation file. Please make sure, that you download
FortiClient VPN and not another version of the client.

FortiClient VPN

The VPN-only version of FortiClient offers SSL VBN and IPSecVPN, but does not include any support.
Download the best VPN software for| wupieuswises:

[
il
Remote Access iy
. Download VPN for Download VPN for Download VPN for
R Windows MacOS Linux

./ IPSEC VPN with MFA
DOWNLOAD

DOWNLOAD DOWNLOAD
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Download VPN for Download VPN for
i0s Android Download VPN for

Linux
DOWNLOAD DOWNLOAD

.rpm

DOWNLOAD

.deb



https://www.fortinet.com/support/product-downloads

Installation q

Save and run the file. Itis possible that the security settings of your Windows device prevent the execution of the file, to execute the file
anyway please select More Info.

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognised app from
a0 this app might put your PC at risk.

=T

Opening FortiClientVPNOnlinelnstaller_7.0.1.0083.exe X

You have chosen to open:

FortiClientVPNOnlinelnstaller_7.0.1.0083.exe
which is: exe File (2.9 MB)

from: https://filestore.fortinet.com

Would you like to save this file?

E— o
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Installation

"

Please select Yes, | have read and accept the
License Agreement and click on Next.

Please select Run anyway. Wait until FortiClient completes the download.

Windows protected your PC

# FortiClient VPN Setup
Microsoft Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk.

Welcome to the FortiClient VPN Setup Wizard
Application: FortiClientSetup_6.0.9.0277_x64-SSL-STU.exe
Publisher: Unknown publisher

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.
FortiClient Installer

- Status
Downloading image (44%)

Cancel |
|

| P p—
Yes, I have read and accept the | License Agreet| E | cancel
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Installation

Click on Next. Select Install. Wait until the installation is complete.

Destination Folder
Click Next to install to the default folder or dick Change to choose another.

Ready to install FortiClient VPN y .
Installing FortiClient VPN

Install FortiClient VPN to: e S .
Click Install to begin the installation. Click Back to review or change any of your Please wait while the Setup Wizard installs FortiClient VPN.

installation settings. Click Cancel to exit the wizard.

|C:\Prograrn Files\Fortinet\FortiClient\ Status:

Change...

Ba | | Eancel Back | ||  nstal | cancel Back Next
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Installation "

Now you can finish the installation.

2 FortiClient VPN Setup — X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

N
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Configuration

In order to use the VPN connection, you still need to configure the FortiClient. Start Now you can configure the application.
the application and confirm the license agreement.

@ FortiClient VPN @ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.

Please upgrade to the licensed version for advanced features and technical
cunnart

Configure VPN

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.
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Configuration .‘

Select the SSL VPN section and enter any name, e.g. ,HAW Hof. Crucial is the There is one more setting to adjust, click on the lock icon in the upper right corner.
address of the Remote Gateway, here please enter the following:

vpn-2.hof-university.de

Finally, please save the settings. @ FortiClient - X
File Help
@ FortiClient VPN
New VPN Connection Upgrade to the full version to access additional features and receive technical support.
)
Connection Name ‘ HAW Hof ‘ e
Description 0

Remote Gateway |vpn-2.hof—university.de | t 4
+Add Remote Gateway

[ ] customize port
’_| Crnahla Cinala Cimn Min ICCENN Fae VDR Toimnal ".. r
Client Certificate ‘ None ~ - —

Authentication o Prompt on login ‘C) Save login
|:| Enable Dusl-ctarlk IDuA /IDuA addrace VPN Name HAW Hof

Username

Cancel l Save password |

I:‘ Save Password I:‘ Auto Connect D Always Up
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Configuration

Now please click on the gearicon in the upper right corner. Now set a checkmark by Preferred DTLS Tunnel.
1@ FortiClient — =
File Help
= System
Backup or restore a configuration
= Logging

Log Level
Log file Export logs

= VPN Options
[ ] Preferred DTLS Tunnel

|_| Do mot Warn Invald server Certificate

VPN Name HAW Hof N

Username

Password |

|:| Save Password |:| Auto Connect |:| Always Up
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Configuration

Finally, please click on the house icon in the upperright corner.

1@ FortiClient
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

= System

Backup or restore a configuration Backup Restore

= Logging
Log Level
Lo ie

= VPN Options
Preferred DTLS Tunnel
[] Do not Warn Invalid Server Certificate
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Loggingin "

Now you can establish a VPN connection. To do this, enter your username and the

Please launch the Authenticator App and enter the one-time password (6-digits) in
university password.

the Answer field. Please click on OK to activate the connection.

I FortiClient
File Help

please enter otp: , please enter otp: , please enter otp: , please enter otp:
- VPN Name HAW Hof v
VPN Name HAW Hof v = Username
Username amuster Password vessssesseseee
Password | @
I:‘ Save Password |:| Auto Connect |:| Always Up Answer |
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Troubleshooting

If you receive the following error message: Click on Advanced. Scroll until you see the TLS settings and check the

. . box for TLS 1.1 and 1.2.
The server you are connecting to requires

identification, please select a certificate. &) Internet Properties oo
(_5) General Security Privacy Content Connections  Progral & Advanced
Settings .
Press the following key: Windows and R = " etings
L. - [] Use software rendering instead of GPU rendering®
and typein inetcpl.cpl @ Accessibility [ Enable Enhanced Protected Mode™ A

Enable Integrated Windows Authentication™®

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

Send Do Mot Track requests to sites you visit in Internet E

[] Always expand ALT text for images

] Enable Caret Browsing for new windows and tabs
] Move system caret with focus/selection changes

[] Play system sounds

] Reset text size to medium for new windows and tabs
[] reset zoom level for new windows and tabs

4 Run =

Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Use TLS 1.3 {experimental)

=] Type the name of a program, felder, document, or Internet

= resource, and Windows will cpen it for you. =] Browsing
[] Always record developer console messages

[ close unused folders in History and Favorites™

RIOE JRIEIEL COOEIE]

Open: | inetcpl.cpl - Disable script debugging (Internet Explorer) Wl SUUUL e auuress mismatch*
9 This task will b ted with administrati il [+ Disahle script debuaaing (Other) v Warn if changing between secure and not secure mode
15 task will be created with administrative privileges, < > Warn if POST submittal is redirected to a zone that does n

*Takes effect after you restart your computer v

< >
Restore advanced settings *Takes effect after you restart your computer
Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset...

‘You should only use this if your browser is in an unusable state.

.ﬁ. Some settings are managed by your system administrator.

Cancel Apply
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Alternative: Downloading the application from the Windows Store

If you encounter problems installing the downloaded file, you can download Please wait until the installation is complete.

FortiClient from the Windows Store. To do this, launch the app and search for
FortiClient and download the application.

a forticlient 0 8 o forticlient fs) &
“forticlient” = “forticlient” = §
orticlient = Filters 4 = Filters v
. Apps .
il All departments Apps Games Films TV Shows } All departments Apps Games Films TV Shows
(A} (A
Gaming Gaming
= FortiClient Get = FortiClient
Movies & TV X
e Apps * Security Apps + Security Pending
FORTINET TECHNOLOGIES CANADA INC. FORTINET TECHNOLOGIES CANADA INC.
28 % 20 Everyone 2.8 % 20 Everyone
Average Ratings Age Rating: USK. Everyone Average Ratings J Age Rating: USK. Everyane
FortiClient App supports SSLVPN connection to FortiGate Gateway. FortiClient App supports SSLVPN connection to For‘tiGa.te Gateway.
SSLVPN allows you to create a secure SSL VPN connection between... SSLVPN allows you to create a secure SS5L VPN connection between...
0% )
Library

RITLET
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Alternative: Downloading the application from the Windows Store

Now you can close the window. Start the System Settings and click on Network and Internet. Alternatively, you can
type VPN in the search bar.

a forticlient fo E:S ; Settings

| A Q System

“forticlient” = Filters v
s}

heps All departments Apps Games Films TV Shows find a setting i Surface Book

Rename
(=

) | = System
Gaming @ Windows Update

. . 7 - Y YT N — * Attention needed
g FortiClient [ o

Movies & TV - 5
Apps * Security ¥ Network & internet PN
FORTINET TECHNOLOGIES CANADA INC.
¥ Personarsaton
2.8 * 20 Everyone 2 Display
Y al Apps = Monitors, brightness, night light, display profile &
Average Ratings Age Rating: USK. Everyone
& Accounts
) Sound >
FortiClient App supports SSLVPN connection to FortiGate Gateway. 9 Time & language Volume levels, output, input, sound devices
SSLVPN allows you to create a secure SSL VPN connection between...
# Gaming
Q Notifications >
Accessibility Alerts from apps and system
0% ey & secur
Library fivacy Stsecurity a Focus assist 5

Notifications, automatic rules
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Alternative: Downloading the application from the Windows Store

Click on VPN. Now you can choose Add VPN.

€ Settings < Settings -

Q Network & internet Q Network & internet > VPN

Find a setting o / A *  WLAN (@BayernWLAN) ) ) VPN connections Add VPN
/ P ) & Connected, open Find a setting 2
&l System
@ Properties (_]:ID Data usage @ System Advanced settings for all VPN connections
. Public network 148 MB, last 30 days
@ Bluetooth & devices e v © Bluetooth & devices
. Allow VPN over metered networks On Q
l ¥ Network & internet l ¥ Network & internet
- WiFi
/' Personalisation = Connect, manage known On Q > /" Personalisation . .
networks, metered network Allow VPN while roaming On m
& Apps & Apps
° VPN
@ Accounts L]
@ Add, connect, manage ? ® Accounts
P Time & language P Time & language &P  Help with VPN ~
_ . Mobile hotspot -
: ) [ ) .
® Gaming (T) Share your internet connection of @ ) > ¥  Gaming
Setting up a VPN
Accessibility K Accessibility
l#}- Flight mode —
Privacy & security Stop all wireless of @ ) > J  Privacy & securi
communication y Yy Q Get help
Windows Update ® windows Update &7 Give feedback
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Alternative: Downloading the application from the Windows Store q

Now you can configure the VPN connection. To configure your VPN please follow these steps: Now you can click on Connect and enter your
university credentials.

Add a VPN connection

- choose FortiClient from the VPN Provider drop-

VPN provider dOWn ||St Network & Internet 2 VPN
FortiClient ~ .
- enter any connection name e.g., HAW Hof
VPN connections Add VPN
Connection name - enter Server name or address:
HAW Hof . -
: vpn-2.hof-university.de O Connect

Not connected
Server name or address

vpn-2.hof-university.de

L == Windows Security
Type of sign-in info

Sign in
Username (optional) amuster X
00000 OOS
Password (antinnal) Domain:
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