Setting up a VPN connection under :
Windows

If you have any questions, you can contact the

.* Hochschule IT'Support:
Hof ohone: 09281 409 3666
University of email address: it-servicedesk@hof-

Applied Sciences university.de
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Installation q

To download the installation file, please go to the Itis possible that the security settings of your Windows device prevent the execution of the file, to execute the file
Moodle course: anyway please select More Info.

https://moodle.hof- :
university.de/course/view.php?id=7135 WmdDWS PrOtECtE'd YOUF PC

and download the appropriate file. Please then run
the installation file.

More info

VPN | IT-Service | 04.12.2025 | Page 3 of 16


https://moodle.hof-university.de/course/view.php?id=7135
https://moodle.hof-university.de/course/view.php?id=7135
https://moodle.hof-university.de/course/view.php?id=7135
https://moodle.hof-university.de/course/view.php?id=7135
https://moodle.hof-university.de/course/view.php?id=7135

Installation

Please select Run anyway.

Windows protected your PC

gnised app from

Publisher:  Unknown publisher

VPN | IT-Service | 04.12.2025 | Page 4 of 16

Wait until FortiClient completes the download.

FortiClient Installer

— Status o
Downloading image (44%)... %
|

Please select Yes, | have read and accept the
License Agreement and click on Next.

# FortiClient VPN Setup - %

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

P p—

[A ves, I have read and accept the  License Agreei i ‘ Cancel



Installation

Click on Next. Select Install. Wait until the installation is complete.

Destination Folder
Click Next to install to the default folder or dick Change to choose another,

Ready to install FortiClient VPN 5 s
Installing FortiClient VPN

Install FortiClient VPN to:

Click Install to begin the installation. Click Back to review or change any of your Please wait while the Setup Wizard installs FortiClient VPN.
installation settings. Click Cancel to exit the wizard.
IC: \Program Files\Fortinet\FortiClient\ Status:
Change...
a | | k= =i
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Installation .*

Now you can finish the installation.

# rortiClient VPN Setup — X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

J
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Configuration

In order to use the VPN connection, you still need to configure the FortiClient. Start Now you can configure the application.
the application and confirm the license agreement.

@ FortiClient VPN @ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.

Please upgrade to the licensed version for advanced features and technical
sunnort

Configure VPN

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.
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Configuration '*

Select the SSL VPN section and enter any name, e.g. ,HAW Hof. Crucial is the There is one more setting to adjust, click on the lock icon in the upper right corner.
address of the Remote Gateway, here please enter the following:

vpn-2.hof-university.de

Finally, please save the settings. @ FortiCiient

File Help

New VPN Connection
|
Connection Name ‘ HAW Hof ‘ T
Description ‘ ‘ 0
. - _." c -
Remote Gateway |vpn-2.hof—un|ver5|ty.de | t 4

+Add Remote Gateway

[ ] customize port
’_| Crnahla Cinala Cian M (ICCEMN £FAr VDA Tiinnal "._ '
Client Certificate ‘ None ~ - e

Authentication o Prompt on login ‘C) Save login
|:| Enable Dusal-ctarlk IDuA/IDuA addrace VPN Name HAW Hof

Username

Cancel l Save Password |

|:| Save Password |:| Auto Connect |:| Always Up
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Configuration

Now please click on the gearicon in the upper right corner. Now set a checkmark by Preferred DTLS Tunnel.

I@ FortiClient — X
File Help

= System
Backup or restore a configuration Backup Restore
= Logging

Log Level
Log file Export logs

= VPN Options
[ ] Preferred DTLS Tunnel

[ DornotwWarninvalid server Certmicate

VPN Name HAW Hof v

Username

Password |

|:| Save Password |:| Auto Connect |:| Always Up
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Configuration

Finally, please click on the house icon in the upper right corner.

1@ FortiClient — *

File Help

Upgrade to the full version to access additional features and receive technical support.

= System

Backup or restore a configuration Backup  Restore

= Logging
Log Level
Lo e

= VPN Options
Preferred DTLS Tunnel

[] Do not Warn Invalid Server Certificate
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Loggingin

Now you can establish a VPN connection. To do this, enter your username and the
university password.

I FortiClient — *
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name HAW Hof v =
Username amustar
Password | L - @

|:| Sawve Password D Auto Connect |:| Always Up
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If logging in with the short form of your username doesn't work, please try to enter
the username in the following form: username@hof-university.de

I@ FortiClient - *

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name | HAW Hof ‘=
Username |amuster@hof—university.de |
Password [R— @ |

I:‘ Save Password I:‘ Auto Connect I:‘ Always Up



Troubleshooting R

If you receive the following error message: Click on Advanced. Scroll until you see the TLS settings and check the

. . box for TLS 1.1 and 1.2.
The server you are connecting to requires

. .o . .o k. N
identification, please select a certificate. 42 Internet Properties X
(_5) General Security Privacy Content Connections  Progral & Advanced
Settings +
Press the following key: Windows and R = " etings
L. - [] use software rendering instead of GPU rendering™®
and typein Inethl.Cpl @ Accessibility [] Enable Enhanced Protected Mode™ ~

Enable Integrated Windows Authentication™

Enable native XMLHTTP suppart

Enable Windows Defender SmartScreen

Send Do Mot Track requests to sites you visit in Internet E

[] always expand ALT text for images

[] Enable Caret Browsing for new windows and tabs
[J Move system caret with focus/selection changes

x [] Play system sounds

[ reset text size to medium for new windows and tabs

[ reset zoom level for new windows and tabs

4 Run

Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Use TLS 1.3 {experimental)

= Type the name of a program, felder, document, or Internet

= resource, and Windows will cpen it for you. =] Browsing
[] always record developer console messages

[J close unused folders in History and Favorites®

FIOE ORIRIELE [COEIE]

Open: | inetcpl.cpl ~ Disable script debugging {Internet Explorer) W aueE L s auunESs mismatch*
E;' This task will b ted with administrati il [-*] Disable scrint debuaging {Other) v Warn if changing between secure and not secure mode
15 Task will e created with administrative privileges. < > Warn if POST submittal is redirected to a zone that does n

*Takes effect after you restart your computer ¥

£ >

Restore advanced settings *Takes effect after you restart your computer
“ Cancel Browse...

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition.

You should only use this if your browser is in an unusable state.

.ﬁ. Some settings are managed by your system administrator.

Cancel Apply
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Alternative: Downloading the application from the Windows Store

If you encounter problems installing the downloaded file, you can download Please wait until the installation is complete.

FortiClient from the Windows Store. To do this, launch the app and search for
FortiClient and download the application.

forticlient 0 & - forticlient 0 8
Q e " o o n
“forticlient” = forticlient = Filters v
A .
hees All departments Apps Games Films TV Shows PP All departments Apps Games Films TV Shows
A (A
Gaming Gaming
& FortiClient Get 5 FortiClient
Movies & TV Movies & TV . .
Apps * Security Apps * Security Pending
FORTINET TECHNOLOGIES CANADA INC. FORTINET TECHNOLOGIES CANADA INC.
2.8 % 20 Everyone 28% 20 Everyone
Average Ratings Age Rating: USK. Everyone Average Ratings Age Rating: USK. Everyone
FortiClient App supports SSLVPN connection to FortiGate Gateway. FortiClient App supports SSLVPN connection to FortiGate Gateway.
SSLVPN allows you to create a secure SSL VPN connection between... SSLVPN allows you to create a secure SSL VPN connection between...
00% I\
I Library
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Alternative: Downloading the application from the Windows Store R

Start the System Settings and click on Network and Internet. Alternatively, you can
type VPN in the search bar.

Now you can close the window.

e - O ) = 0O
=] forticlient 0 ) < Settings
| A Q System
" = E n
forticlient = Filters v
A q Find tti
ppe All departments Apps Games Films TV Shows ind a seting - Surface Book
Rename
A
Gamin | & system
9 -
@ Windows Update
5 R . M Dlictaail 0 Adacioan ¢ Attention needed
FortiClient
Movies & TV
o Apps ¢ Security ¥ Network & internet PN
FORTINET TECHNOLOGIES CANADA INC.
»  rersonaiisaton
2.8 % 20 Everyone Display
y_ i Apps = Monitors, brightness, night light, display profile ?
Average Ratings Age Rating: USK. Everyone
: Accounts
|1))) Sound >
FortiClient App supports SSLVPN connection to FortiGate Gateway. 9 Time & language Volume levels, output, input, sound devices
SSLVPN allows you to create a secure SSL VPN connection between...
#  Gaming
Q Notifications S
* Accessibility Alerts from apps and system
009

Library W Privacy & security 0 Focus assist ,

Notifications, automatic rules
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Alternative: Downloading the application from the Windows Store R

Click on VPN. Now you can choose Add VPN.

o Sl & Settings

Q Network & internet Q Network & internet..>. VPN

Find a setting Jo) : A *  WLAN (@BayernWLAN) ) ) VPN connections Add VPN
/ PY \ @ Connected, open Find a setting o
& System
@ Properties CBD Data usage & System Advanced settings for all VPN connections
. Public network 148 MB, last 30 days
9 Bluetooth & devices 2.4 GHz Y 9 Bluetooth & devices
) Allow VPN over metered networks On Q
| @ Network & internet | @ Network & internet
Vs lisati WiFi
Personalisation 7 Connect, manage known On Q > /' Personalisation ] :

networks, metered network Allow VPN while roaming On ‘)
& Apps & Apps
o VPN
@ Accounts ()

@ Add, connect, manage ? @ Accounts
9  Time & language P  Time & language @ Help with VPN ~
= . Mobile hotspot
s () )
*  Gaming (T) Share your internet connection @ @ 2 #  Gaming
Setting up a VPN

K Accessibility K Accessibility

Flight mode
W Privacy & security |>D° Stop all wireless Off @ % W Privacy & securi

communication Y v f@ Gethelp
® Windows Update ® Windows Update & Give feedback
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Alternative: Downloading the application from the Windows Store -l!

Now you can configure the VPN connection. To configure your VPN please follow these steps: Now you can click on Connect and enter your
university credentials.

Add a VPN connection - choose FortiClient from the VPN Provider drop-
VPN provider down list Network & internet > VPN
FortiClient V - enter any connection name e.g., HAW Hof
Y ¢ VPN connections
Connection name - enter Server name or address:
HAW Hof
vpn-2.hof-university.de @) L Connect v

Not connected

Server name or address

vpn-2.hof-university.de

L == Windows Security
Type of sign-in info

Sign in
Username (optional) amuster X
00000OGOOS
Password (ontional) Domain:
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