Setting up VPN under macOS ‘
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The most important information at a glimpse:

FortiClient download:
https://www.fortinet.com/dee/support/product-downloads

Configuration:

Type: SSLVPN

Name: freely configurable e.g. HAW Hof

Remote gateway: vpn.hof-university.de

Anmeldedaten: Benutzername in Kurzform und Kennwort




Download and installation

* open the following Moodle course:

https://moodle.hof-
university.de/course/view.php?id=7135

» download and run the appropriate file

?

o

“FortiClientinstaller” is an app
downloaded from the Internet.
Are you sure you want to open it?

Chnw Niclr Imana

Cancel

Don’t warn me when opening
applications on this disk image
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* installeris starting, please wait a moment

5] FortiClient VPN

Downloading FortiClient

click on Install

@

FortiClient VPN

FortiClient VPN 7.4.3 is downloaded

Install


https://moodle.hof-university.de/course/view.php?id=7135

Download and installation

. . . . .
* click on Continue * click on Continue + clickon Agree
v
ee € Install FortiClient 8 ‘o @ € Install FortiClient a r o 5
@ Install FortiClient a8
Welcome to the FortiClient Installer Software License Agreement
Software License Agreement
® Introduction FortiClient for macO$ is a unified securi t ters that i English i
FortiClient for macOS is a unified security agent for computers thal Introduction ' English s
integrates antivirus, SSL and IPsec VPN remote access, web L Fortinet Product Li A 1/ EULA and Wi ty T Introduction
filtering, application firewall and vulnerability scan into a single ® License ortinet Product License Agreemen and Warranty Terms . . .
soft agre Zg:ka e. FortiClient for macOS r?;s a user—friendlg ks and C ® License Fortinet Product License Agreement / EULA and Warranty Terms
N P ge. N N " y Fortinet®, FortiGate®, and FomGuard® are registered trademarks of Fortinet, Inc., and p - N
interface that allows for quickly setting up protection for your other Fortinet names herein may also be trademarks, registered or otherwise, of nd
: Fortinet. All other product or company names may be trademarks of their respective . . .
computer. owners. Copyright ® 2021 Fortinet, Inc., All Rights reserved. Contents and terms are To continue installing the software you must agree to the terms of the
subject to change by Fortinet without prior notice. No part of this publication may be software license agreement.
reproduced in any form or by any means or used to make any derivative such as
without permission from Fortinet, Inc., as : . . . . : ’
stipulated by the United Statey Copyright Act of 1976. Click Agree to continue or click Disagree to cancel the installation and quit
Product License Agreement the Installer.
The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (ii) where you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet”) .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS “AGREEMENT” OR “EULA"). USE OF FORTINET i '
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE Read License Digggige Agree
. . PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET, cE
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN ‘ U
- m - m THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BYANYADDITIONALANDI > e .PRODUCTS.) CONSTITUTES ACCEPTANC
8$H%%N‘;"R'ﬁ¥gﬁ gggggggﬁ,;’;ﬁg; SQ%ET*},ER;‘;EF?@?EQ% : 'CE‘;“B AE THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
o [ o [ COMMACATON UNLESS EXPRESSLY AGREED TO MAWRI |G SINED Y SR L e
— ON UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY
Continue Print.. ™  Save. Go Back Continue |
| - L s Print.. ™  Save.. Go Back Continue
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Download and installation

* if necessary, change the location of the * use password or Touch ID

* please wait a moment
installation

* click on Install

r .
& Install FortiClient (&}
V. ) € Install FortiClient a Installing FortiClient
Standard Install on “Macintosh HD" .
Introduction
i wi License
Introduction This will take 235,7 MB of space on your computer. o
Destination Select
License Click Install to perform a standard installation of this software | lation T
— for all users of this computer. All users of this computer will be nstallation Type Writing files...
Destination Select . .
able to use this software. ® |Installation
@ |Installation Type

Installer

Installer is trying to install new software.

Touch ID or enter your password to
allow this.

Cancel

Change Install Location...

B Continue

Go Back Install
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Download and installation

» clickon Close

€

The installation was completed successfully.

Introduction
Licence
Destination Select
Installation Type

Installation The installation was successful.

® Summary
The software was installed.
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» check the box and click on | Accept

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical support.

|:| | acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.



Configuration

 click on the gear wheel + clickon the lock * enable Preffered DTLS Tunnel

* enter your Mac credentials and click on OK

FortiClient

FortiClient

| [ ] FortiClient

cess additional features and receive technical support.

Upgrade to the full version to access additional features and receive technical support.

m FortiClient w:

Enter your password to allow this.

= System

Backup or restore a configuration

. — Logging
mmustermann Log Level [Information v/|
Log file Export logs Clear logs
[ [YTYYY Y o-l ]

= VPN Options

Cancel “ Preferred DTLS Tunnel

[] Do not Warn Invalid Server Certificate

= Advanced
Action for FortiClient Internal Clear Cookies
Browser Cookies
D Enable Single Sign-On mobility agent

Configure VPN

= Privacy Status

Permission required for feature(s)  [er¥ YIRS

FortiClient fctservctl2
ile Access How to give required permissions ol V1%

for FortiClient
ant fctservctl2
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Configuration

* click on the gear wheel * clickon the lock The following information must be added:
* enter credentials and click OK » Secure Protocol
SSLVPN

PY FortiClient FortiClient

» Name
@ FortiClient VPN «lilotal: i VPN
Upgrade to the full version to access additional features and receive technical support. (S nt H ocC h sC h u le H Of

ion to access additional features and receive technical support.

g ey * Server Address
G = New VPN Connection
" (% veN | | vpn.hof-university.de
' Connection Name [Hochschule Hof l
il Description [ l * Po rt
Remote Gatewa: vpn.hof-university.de x
! [‘i‘zdd Remote Ga:iway l 443
Customize port 443
e ["] Enable Single Sign On (SSO) for VPN Tunnel ¢ Username
) Authentication o Prompt on login O Save login
Client Certificate [None S Your university username, e.g.
D Enable Dual-stack IPv4/IPvé address mm USte rmann

Cancel Save

VPN | IT-Service | 05.12.2025| Page 8 of 10



Loggingin

* enter login details * enter the TOTP from the Authenticator app

‘®® FortiClient i FortiClient

@ FortiClient VPN

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support. Upgrade to the full version to access additional features and receive technical support.

' ¢
E., please enter otp:

Code [ ]
VPN Name ’Hochschule Hof vl =
cancel (TN
Username ‘ mmustermann
Password e — ® — T —— T
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Loggingin

* the VPN is now active

X FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Jm—

VPN Name Hochschule Hof
IP Address 172.16.20.5
Username I
Duration 00:00:00
Bytes Received 27.79 KB
Bytes Sent 90.67 KB

Disconnect
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